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Unit 5 Citizens Advisory Council 
Information Security – Facebook, Twitter, Cyber-bullying, Sexting, Cell Phones 

March 15, 2010 
 
EXECUTIVE SUMMARY 
 
Study Topic and Purpose:  The Information Security committee was formed in September 
2009 to research tools such as Facebook, Twitter, and Cell Phones, and to determine how they 
can be a help or a hindrance to the district.  The group was charged to identify the different tools, 
define terms including cyber-bullying and sexting, and outline how the district can maximize the 
use of these tools to communicate with parents and students, in addition to reviewing the pitfalls 
of these mechanisms. 
 
The committee conducted research in the following areas: 

• Identification and evaluation of current tools that are in use today 
• Identification of how each tool could aid in communication with parents & students, in & 

outside the classroom 
• Identification of how each tool can be a help or a hindrance 
• A review of current usage policies 

 
Approach and Methodology:  The committee formally met on several occasions to discuss 
research on the topic. There were also several informal meetings and discussions which took 
place over the phone and via email. The committee first began their work by thoroughly 
reviewing and defining all of the different web tools that are available today, educating each 
member accordingly. We also selected a tool, Wiggio, to utilize as a committee to serve as a test 
platform. 
 
Organizing the tools and topics into the categories listed below, the committee outlined the 
definition & description, educational use, pitfalls, education curriculum & recommendations for 
each category. 
 

1. Social Networking 
2. Learning Resources 
3. Communication Tools & Cell Phones/Mobile Computing Devices 
4. Collaborative Tools 
5. Impact of Cyber-bulling and Sexting 

 
Information was gathered based on our Internet research, existing survey data and interviews 
with key resources. These resources included a School Resource Officer (SRO), Normal Police 
Department Lieutenant and a Unit 5 teacher. We outlined additional research on current policies, 
comparisons to other districts and recommendations. Further, we outlined a comprehensive view 
of additional education & awareness that the district could embrace. 
 
Research Findings and Recommendations:  Though social networking sites such as Facebook 
are widely popular and millions of “friends” use them to connect daily, there are differing 
opinions about whether these sites are friendly to the educational community. Some school 
districts use Facebook to promote and plan events and share communication between students, 
parents and staff. Our group believes that teachers/employees can use these sites for educational 
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purposes only, and should be monitored by school administrators. We are strongly against the 
use of social networking sites for communication between students and teachers/employees of 
Unit 5. We recommend that the district develop a code of conduct for teachers/employees and 
students of Unit 5 outlining the appropriate use of social networking sites such as Facebook 
during school hours. 
 
Learning resources encompass a variety of tools that can and should be used by Unit 5 staff and 
students.  YouTube, TeacherTube, blogs, and wikis all present opportunities to supplement the 
educational experience when used appropriately. TeacherTube is specifically geared toward 
educators and provides a collaborative environment for teachers to share videos, lesson plans and 
obtain material to supplement classroom work. In order to support and promote secure use of 
learning resources found on the Web, we highly recommend that Unit 5 develop procedures for 
downloading files to the Unit 5 infrastructure.  In addition, education and awareness of the 
potential security implications should be incorporated into teacher and administrator educational 
opportunities. 
 
Mobile computing has completely changed the way we communicate - as a school district, as 
parents, educators, and students. Cell phone use has grown to the point that nearly everyone – 
parents, administrators, and students – uses a cell phone regularly. Currently, cell phone policies 
within Unit 5 schools differ from school to school. To provide consistency across the district, our 
group recommends that a cell phone use policy be developed that applies to all schools at the 
same grade level. 
 
New Web 2.0 collaborative tools like Wiggio are emerging. While the idea of sharing and 
collaboration enable people and organizations to coordinate activities, our group feels it’s too 
soon to advocate for the use of these tools within the district at this time. We encourage further 
review of collaborative web tools as the technology evolves. 
 
Cyber-bulling and sexting are digitally abusive behaviors that our group defined and researched. 
Though young people report that digital abuse is a serious problem for society, they are unlikely 
to worry about the potential for serious consequences of their actions. We learned that currently 
in Unit 5, a limited amount of digital media instruction is provided to students in grades 3 
through 8. However, the current curriculum doesn’t appear to be consistent across age groups, 
and it is not consistent across schools within the district. Our group recommends that the district 
provide further age-appropriate education and awareness sessions to all levels of our students. 
Furthermore, the topic of ethics, including case studies that discuss the consequences and legal 
considerations of questionable digital behavior are strongly recommended for the junior high and 
high school students. We feel strongly that proactive education is necessary in grades 3-5 as the 
use digital communication tools will become a way of life at an age much earlier than the junior 
high students. 
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SOCIAL NETWORKING 
Every day millions of people are networking through some form of social media online. One of 
the most common avenues is through social networking websites. Some of the more popular 
social networking sites are Facebook, MySpace, Cyworld, and Bebo. Most of these sites use 
different technologies to connect people who have shared interests, activities, or affiliations. 
These sites often change yearly, if not monthly, on how content is posted, shared, and used. In 
this section, we will focus on the social networking website known as Facebook.  At the time of 
the research in this report, Facebook is the most popular site and it continues to grow by 
exponential numbers. It also encompasses what many of the other sites offer. 

 
[Source:  Tech Crunch, January 2009] 

 
Description/Definition:  Facebook is a global social networking website that is privately owned 
and operated by Facebook, Inc. Facebook states its mission is, “to give people the power to share 
and make the world more open and connected”. According to Facebook, “millions of people use 
Facebook everyday to keep up with friends, upload an unlimited number of photos, share links 
and videos, and learn more about the people they meet.” 
 
Through the Facebook website, users register and create a home page for themselves with a 
profile picture and information about themselves. Users can find people they already know who 
have also registered through the site and add them to their “friends” list.  Once a “friend” is on 
your list, you have access to view their home page and “status” updates.  Users use “status” 
updates to tell other “friends” what they are doing, feeling, or thinking.  Once you become 
“friends” with another user, you generally have more access to information about them and 
pictures/videos they have posted. Additionally, users can join networks organized by specific 
criteria like city, workplace, school, or special interests.  Facebook users have the ability to email 
each other and chat instantly. All of these functions can be done by using a computer or with a 
smart phone that has data capabilities.  Facebook does have a variety of options which allows a 
user to keep their information, pictures, and videos private. Children under the age of 13 and 
registered sex offenders are technically prohibited from joining, although this is difficult to 
enforce. In addition, rules against bullying, intimidation and harassment are in place. 
 
Educational Use:  Facebook can be utilized for numerous purposes in a school district. For 
example, teachers/employees can create class groups where they can share additional notes from 
a lesson, display exemplary work, share classroom photos and answer questions.  
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A school in DeKalb, Illinois (School District 428) uses Facebook to promote events, share 
pictures, and post important dates for students, parents, staff, and the community. Following is 
an example of a post from District 428: 

“The District 428 Board of Education votes to move Malta Elementary after 2010-2011 
school year. The students and staff will likely move just down the road to the Wright 
Elementary building.” 

 
A second example in which Facebook can be used by a school is by the alumni. Normal 
Community West High School Class of 2000 uses the site to plan high school reunions. 
 
From a general standpoint, some believe that Facebook has positively created an increased sense 
of belonging, builds bonds between classmates, increases bonds between students and instructors, 
and increases bonds between schools districts and the community. 
 
The following is an example in which Facebook was utilized to promote a positive situation: 
 

Facebook 'cuts student drop-outs': Social networking websites such as Facebook are 
helping to reduce college drop-out rates, it is claimed.  
Gloucestershire College says social networking is used to keep students informed and in 
touch with staff. "There has been a significant improvement in retention," says media 
curriculum manager, Perry Perrott. Using such teenager-friendly communication tools 
has a "positive effect on motivation", says the government's technology agency, Becta. 
"We're embracing it rather than fighting it," says Mr. Perrott. He says Facebook pages for 
individual courses help the students to bond with each other, work together as a team and 
maintain their connection with staff (Coughlan 2009). 

 
This reinforces the ways in which Facebook can be used in an educational setting. 
 
Pitfalls:  On the other hand, the Facebook digital platform and other social networking sites 
provide an avenue for potentially negative situations within the school district. Some examples 
of these potentially negative situations or pitfalls include, but are not limited to, the following: 

• Bullying, intimidation, and/or harassment 
• Inappropriate relationships between district employees and students-They could have access to 

each other on a personal level, crossing the lines traditionally drawn between the two. Either 
party could share photos and messages that could be inappropriate. 

• Development of relationships with unsavory characters 
• Potential for libel lawsuits 
• Easily accessible forums where students can retaliate by creating pages that criticize district 

employees or place them in a negative light. Should students be allowed to talk bad about 
teachers on social networking sites? If they do, should they be suspended? Right now, these 
questions are being answered in the courtroom.  In a recent federal ruling, the judge found a high 
school student, who set up a Facebook page to criticize her teacher, protected under the First 
Amendment (Phillips 2010). 

• An outlet where anonymous threats can be posted on district/teacher/student social networking 
sites 

• A potential breach of privacy in spite of the settings you have chosen: Facebook is constantly 
changing the way privacy settings can be set. This needs to be monitored to ensure the privacy 
you want. 
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The following are examples in which Facebook was utilized to further develop a situation that 
had negative impact on a school district:  

Cheerleaders Attack at HS Game Posted on Internet 
A student at a high school in Montgomery County, Maryland captured cell phone video of one 
student brutally attacking another.  This video was shared on the social networking site Facebook.  
This led to many students posting comments like, “LOL, ha, ha, ha.”  It’s easy to see how a 
situation like this could spiral out of control through social networking sites (Barnett 2009). 
Holly Grogan, 15, leapt to her death 'after abuse from Facebook bullies’ 
Parents in the United Kingdom blame social networking websites for the suicide of their daughter. 
The teenager had been a victim of constant abuse on her Facebook page.  “Holly struggled to 
cope with the huge pressures placed upon her by the modern complexities of ‘friendship groups’ 
and social networking,” (Bird 2009). 
Student Arrested In School Threat 
In Milford, Connecticut a teenager was arrested for making “general” threats against another 
student on a social networking site called Facebook. Police said the student made statements 
about obtaining a gun and made threats toward the school (AP 2009). 

 
Recommendations: Policy changes would depend on the amount of involvement schools or 
teachers require of students with Facebook. If there is a requirement, the district would have to 
look into a code of conduct while using the site or extend the current code of conduct to include 
this type of use. 
 

• Should teachers/employees be using social networking sites in the classroom for 
educational purposes? We understand this is a technology that teachers/employees and 
administrators will eventually have to embrace. We believe teachers/employees can use 
these sites for education purposes. For example, showing a Facebook page to the class 
dedicated to endangered animals. But, we also believe administrators should monitor this 
use.  Therefore, we recommend teachers/employees giving administrators advanced 
notice of this use and asking for prior approval.  This will create additional supervision 
over how these sites are used. We strongly encourage the use of these sites to educate 
students on the consequences of using them, as well as safety when using them.  

• Is it appropriate for a teacher to communicate with a student through a social networking 
site” or vice versa? We are of the opinion that teacher/employees and students should not 
be using Facebook or other social networking sites to communicate. We feel this crosses 
the line of student and teacher/employee relationship. In the future, however, if new 
technology is developed to eliminate the personal communication and create more of a 
group communication, we would consider this more appropriate. 

• We recommend Unit 5 explore the use of Facebook at the district level. It could be used 
similar to how Unit 5 is currently using Twitter. While using it at the district level, Unit 5 
could evaluate the site and determine whether it would be appropriate to use in other 
venues such as sports team pages or classroom pages. 

• Our group’s recommendation, also reiterated later in this paper, is putting in place a 
consistent policy across the school district with regards to possession of electronic 
devices which allow access to social networking sites such as Facebook during school 
hours. We also recommend the district come up with a code of conduct for 
teachers/employees and students using social networking sites. At this time, we are not 
aware of one that exists for Unit 5. 
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LEARNING RESOURCES 
Learning resources encompass a variety of tools that enable teachers to supplement their 
classroom materials. They also provide an avenue for students to conduct independent research 
and evaluate the authenticity of their sources. We identified three distinct groupings of tools that 
fall under this category – video sources, blogs and wikis. 
 
Descriptions/Definitions: The first category of tools is the video libraries that exist on the 

internet. Two commonly known libraries are YouTube and TeacherTube. These libraries 
contain a vast array of video content contributed by individuals and large media corporations 
alike that can be used to enhance the classroom experience. The content can be videos, 
television clips, and news coverage. YouTube is currently one of the top 5 most visited 
websites (Alexa). TeacherTube is a specialized video library that gathers contributions from 
teachers for use in the classroom. It has the added feature of being monitored by the 
TeacherTube community and offensive or inappropriate content will be removed. 

 
Blogs (a contraction of “web” and “log”) are websites that provide running commentary and 
content posted by the individual who owns the blog. The nature of a blog does not provide for 
two-way communication.  Information is posted by the blog owner and consumed by 
interested parties.  Blogs typically address a particular topic, but they can also function as an 
online diary.  Corporations are beginning to enter this realm, creating internal and external 
blogs to discuss particular issues and provide information to a variety of audiences. 

 
Wikis  are openly editable repositories of information. They may speak to specific topics such 
as American history, German poetry, or contemporary music to name but a few. They may 
also be more broad-ranging like the commonly known Wikipedia.   

 
Educational Use:  Two commonly known libraries, YouTube and TeacherTube, contain video 
content that can be used to enhance the classroom experience. It can also provide a venue for 
sharing student work by uploading content to the site. One teacher has commented that she has 
found a variety of video clips that she has used to supplement her classroom experience (O’Neal 
2006). You can find a variety of content from video of Steve Prefontaine running at the 1972 
Munich Olympics for use in a World History class to video of endangered species for biology 
class.  Another teacher uses focused clips from YouTube to discuss concepts in ethics and 
government (Utecht). 
 
Blogs can provide information for use in the classroom. Teachers can create their own blogs to 
share educational content with their students. One teacher blogged about her trip to Greece, 
providing pictures and running commentary on what she did and saw on her trip (Friesen 2007). 
As more corporations add blogs to provide public relations information to customers, there may 
be more value for students to learn about corporations and the business world. Ford Motor 
Company has a vast array of social media content on their site (Ford) including blogs on a 
variety of topics of interest to their customers. Blogs by leaders in particular fields can provide 
insight into their work and the issues they are facing. The Centers for Disease Control have a 
page of blogs that they maintain (CDC) that address topics ranging from health marketing to 
disease prevention. 
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Tim Arnold at Prairieland Elementary uses a blog to keep parents informed of events at the 
school and any policy changes (Arnold 2010). It is a convenient way to get a consistent message 
to all parents about any changes at the school. 
 
Wikis contain a vast amount of information, often contributed by leaders in the field in which 
they contribute content. This level of contribution enables people to access quickly some of the 
most current information on a given topic. One current usage of the wiki in the classroom is the 
High School Online Collaborative Writing wiki (Wikia) that allows students to collaboratively 
contribute to wiki topics that are relevant to their classroom studies. These currently include 
topics ranging from social issues to scientific principles and examples. Wikis are being used in 
the classroom to allow students to work together groups on planning, researching, drafting and 
editing projects (Utecht). This wiki provides resources to students studying microbiology (The 
Microbiowiki Homepage). 
 
Pitfalls:  YouTube is not monitored and can contain inappropriate content. In addition, while 
some of the content is free, some content requires payment of a fee to view or download. 
Copyright infringement is also a concern, and although the company is attempting to address it, 
intellectual property rights are an issue when accessing the content and using it in a classroom. 
Further, if teachers wish to upload content to one of these sites, they need to be aware of 
ensuring that all students in the video have provided permission to be recorded. 
 
Corporate blogs can be little more than public relations propaganda and consumers of the 
information need to realize the purpose behind the blog. This can provide a teacher with an 
opportunity to discuss the message and the purpose behind it so that students can learn to become 
critical of the information they reference. Diary blogs can be little more than the daily thoughts 
of the writer. Conversely, dairy blogs can provide insight for creative writing teachers into 
avenues for writing. 
 
Wikis often have a large amount of information, but since they can be edited by anyone, the 
information can be wrong. Wikis are a good source for basic information and can be a good 
place to begin research, but they should not be the only source for researching a topic. This 
might provide a teachable moment to open the discussion about documenting source material 
and verifying the accuracy of information rather than assuming that it must be true because it is 
published. 
 
All three venues require an awareness of how private information can be used and accessed via 
the tools. For example, it might be wise to only include first names of students so that their 
personal information cannot be gathered and used by predators to stalk students. If last names are 
included coupled with the knowledge that the student is at a particular school, it would not take 
too much investigative ability to track down the home address and phone number of that student. 
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Recommendations:  YouTube, TeacherTube, blogs, and wikis can provide useful content for 
the classroom and educational opportunities to students, but there are some considerations that 
must be made before they are used in the classroom. 

• YouTube and TeacherTube should be made available to teachers so that they can find 
material to supplement their classroom experience.  It is advisable to locate materials 
prior to class time and save them to a location from which they can be viewed by the 
class without accessing YouTube or TeacherTube to prevent any contact with improper 
content. 

• Blogs and wikis should be made available to students and teachers, but teachers should 
control the specific blogs and wikis that their students access and allow access to these 
sites for educational purposes only. Some sites are more reliable and useful in a 
classroom setting than others. 

• Education and awareness of the potential security implications and risk to personal 
identity should be incorporated into teacher and administration educational opportunities 
as well as in the student’s curriculum. In order to effectively teach with these new tools, 
the teachers and administrators must understand them – including their risks and benefits. 

• Parents sign forms at the beginning of each school year indicating if their child can be 
photographed.  If content is uploaded to a site, the teacher must ensure that everyone 
included in the video has had parental permission to be photographed. It might be 
advisable to obtain special permission for internet publication or to include this specific 
category on the form that parents sign each year. 

• We highly recommend that the information security personnel work closely with the 
school board to develop procedures for downloading items to the Unit 5 infrastructure. 
Malicious software can be introduced through these saved files. 

• To ensure that the district administration and the director of technology are aware of the 
use of these tools, teachers should inform the both the administrator in charge of 
technology in the classroom and the director of technology about their intended use.  
Further, to achieve fairness and equity across the school district, a person in the 
Superintendent’s office should be the one to whom all communication is sent about the 
use of these resources in the classroom. 

 
 
COMMUNICATION TOOLS & CELL PHONES/MOBILE COMPUTING 
DEVICES 
Web-Based Communication Tools refers to electronic modes of communication such as e-mail, 
bulletin boards, chat, discussions, listprocs, listservs, calendar, and student Web pages. Cell 
Phone and Mobile Computing Devices are electronic devices used for mobile 
telecommunications; a term describing one’s ability to use technology while moving as opposed 
to portable computers (which are only practical for use while stationary). 
 
Communication Tools:  Some examples of web-based communications tools include: 

• Skype- a software application which allows users to make voice calls over the Internet. 
Calls to other users of the service are free, while calls to other landlines and mobile 
phones can be made for a fee. Additional features include instant messaging, file transfer 
and video conferencing. 
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• Skyward- is an Internet program which allows teachers, parents and students to 
communicate via email, check balances for hot lunch, check “Gradebooks”, and verify 
the students’ profiles. 

• SchoolReach- an automated telephone outreach which is capable of sending pre-recorded 
announcements from either the Unit office to all Unit 5 families or from the school itself 
to families of that school only. The message can be sent to numerous pre-specified 
numbers within a particular family. SchoolReach is used primarily to disseminate 
important information by the Unit 5 or the Principal of a school within the District. 

• School Calendars- for individuals it gives information pertaining to events pertaining to 
a specific school. Most calendars are available at the school and teacher level. 

 
Educational Use: 

• Skype has been used in various schools to connect via the computer for free with other 
countries and enhance the whole overall pen pal experience in a teacher controlled 
environment. 

• Skyward has proven to be an effective and efficient way to track a student’s progress and 
update grades and any potential concerns from the teachers. Many find the food services 
program a useful and efficient method also. 

• SchoolReach helps schools communicate to parents and students from ISAT reminders, 
to “No school” and other reminders deemed by educational leaders. SchoolReach is the 
fastest growing communications service used by public schools across the country. Many 
school districts utilize this technology to deliver automated messages through voice, 
email, and text messaging. The SchoolReach system takes only minutes to contact 
parents, capable of contacting tens, hundreds or thousands of recipients with each 
message. 

• School Calendars, when promptly updated, can be useful for after school events that 
might change due to weather.  Some districts allow for the ability to role up calendars to 
the district level, and also to export calendars. 

Current examples 
o Indiana & Missouri organizations – schools & PTO’s – have expanded the use of 

SchoolReach to include voice, email & text updates, depending on the family’s 
preference. (Business Wire, 2009) 

o Christina School District has created a website with a consolidated calendar for 
district & school events.  It also provides individual links to each school. 
(Christina School District, 2010) 

 
Pitfalls: 

• Skype has security, quality and bandwidth issues which still keep it from being a 
recommended tool.  If unmonitored by teachers, children under 13, privacy information 
could be shared. 

• Skyward and School Calendars are like websites, if updated consistently and timely, 
and families check them periodically they are an efficient communication vehicle. 

• SchoolReach – since the program has a large delay to deliver to the masses, some 
messages take over 45 minutes to reach the desired number. For this reason some start 
receiving “no school” messages as early as 5:00am. 
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Recommendations: 
• Skype should only be used for group learning and under the guidance of the teacher. Pre-

notification should be requested to the administrator of technology for the district. 
• Skyward and Calendars – Administration should emphasize the importance of 

consistent and timely updates. Specific to calendars, a common tool should be 
incorporated across the district and updated in a timely fashion. At the district level, a 
consolidated calendar including all district events should be maintained from the 
individual sites. 

• SchoolReach should be expanded not just to voice messages but also to text messaging / 
email individuals if they so choose. Allow SchoolReach to be personalized by each 
family unit to meet their needs not just the district’s needs. 

 
Cell Phones / Mobile Computing Devices:  Today’s cell phones are the result of several years 
of decreasing size and increasing features. The cell phones used today are small enough to fit in 
the palm of one’s hand and have features including— 

• Voice person-to-person communication 
• Texting—text based instant messaging between individuals or to a group of recipients 
• Camera—including the ability to send pictures  
• E-mail 
• Web access 
• Games 

 
Cell phone use has grown to the point that nearly everyone, parents, school administrators, and 
students, uses a cell phone regularly. Their extended battery life and small size make cell phones 
both very mobile and very concealable. 

 

 
Seventy-nine percent of all U.S. teens own a cell phone. Most of the cell phones, sixty-four 
percent, are conventional cell phones. Fifteen percent of teens own a smart phone with advanced 
features including e-mail and web access. 
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Most student use of cell phones is for communication—voice or texting. Nine out of ten teens 
use texting to communicate using their cell phones. Most teens with smart phones use a full 
QWERTY keyboard. Those with cell phones use a 0-9 keyboard, some with T9 predictive 
texting that completes a word based on prior use of words by the student (T9 stands for text on 
nine keys). Forty-two percent of teens say they can text blindfolded. 
 
A study by the Nielsen Company of over 40,000 cell phone bills, revealed that teens 13-17 years 
old text an average of ten times per hour. Pre-teens, 0-12, text four times per hour. 

 
 
A Smartphone is a cell phone with advanced features, including e-mail, Web access, and full 
QWERTY keyboard. Smartphones may have an operating system providing a platform for 
software developers. It approaches being a mobile personal computer packaged in a cell phone. 
 
The amount of time a teen spends texting vs. talking on a cell phone varies by the age of the teen. 

 
 
Teens also use their cell phones for games. One in three teens play games on their cell phone 
(CTIA – The Wireless Association). 
 
One of the newest and most popular uses of cell phone by teens is web browsing. One in three 
teens uses their cell phone to browse the web. 
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The most popular web sites for teens are e-mail and social networking sites. 

 
 
The challenge faced by school districts attempting to manage student cell phone use has grown 
to match the growth in use and features. Not only do most high school students, many junior 
high school students, and some elementary students possess cell phones, but the growth in 
features means any student use of cell phones includes all the issues related to mobile web use. 
 
The following sections on cell phone use will focus on those topics unique to cell phone, 
including voice, text, camera, and other features of cell phones. Other topics, for example web 
use, will only be covered if the mobile nature of cell phones makes the topic unique to cell 
phones; otherwise the topic is covered in another section of this paper. 
 
Educational Use:  Cell phones, especially smart phones, can be used in several ways to support 
the educational process.  Possible educational uses include the following— 

• Day planner.  Rather than carry a paper day planner, students can use their cell phone calendar to 
track assignments and due dates. Not only is the cell phone’s calendar more portable, but an 
electronic calendar is also more easily updated and can provide automatic reminders. 

• Text messaging.  Teachers could pose questions related to a day’s topic to students before class 
requesting a response at the beginning of the class period. The teacher could then review and 
share responses during the class period. 

• Camera.  Students could be assigned to collect pictures related to a day’s educational topic. For 
example, students could take pictures of historic locations for use in history class, or sporting 
events for use in the yearbook. 

• Web.  Students can complete web-based researched assignments using their phones during class 
or during study periods. The mobile nature of cell phones makes web access from them possible 
in classrooms or other study locations in a school. 

 
The challenge for school districts of including cell phones in the educational process is finding 
the correct balance between safety and education. The danger of increased cell phone use in 
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classrooms is that in an emergency communication networks would be overwhelmed by many 
students calling at the same time and police and fire responders would be unable to communicate. 
Careful and limited use of cell phones in specific classes with defined uses should be possible 
without compromising safety. For example, on a specific date a history class would allow 
students to bring their cell phones to class to complete a research assignment. The management 
of allowed educational cell phone use would require additional effort by teachers and 
administrators, but the benefit to education would outweigh the effort. 
 
Pitfalls:  Inappropriate student use of cell phones can endanger student education and safety— 

• Overloading communication networks during emergency inhibiting the ability of police and fire 
responders to safely handle the problem 

• Inappropriate use of the cell phone camera—including transmission of nude photos or sending 
photos of tests to friends 

• Inappropriate texting—including cyber-bullying  and racist, sexually suggestive, or other 
offensive text messages 

• Distraction from class by a student or those around him or her while texting, web browsing, or 
gaming 

• Cheating on exams by texting (42% of students can text without looking at the keyboard) by 
forwarding questions to students who will take the test in future periods or texting answers to 
other students in the same class during a test 

• Loss or theft of expensive cell phones takes valuable teacher and administrator time away from 
other responsibilities 

 
Recommendations:  The two guiding principles of cell phone policies are: 

• Education— The fundamental reason for student attendance at school, at all grade levels, 
is education. Although it is possible to interpret this in the broadest sense of education to 
be a good citizen, including social skills and self-discipline, it remains an issue that cell 
phone use can interfere with the process. 

• Safety— While students are at school or at school activities, teachers and administrators 
are responsible for the students’ safety 

 
Any school district policy on cell phone usage must promote one of the other two principles.  
Any policy that apparently does not support the principles should be reviewed and possibly 
dropped. 
 
To foster appropriate cell phone usage by its students, Unit 5 needs to implement topics and 
courses that teach cell phone usage. The topics related to appropriate call phone usage can be 
included in course on use of electronic devices, for example computers and the web, at various 
grade levels. 
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Topics to teach students appropriate cell phone usage, by grade level, include— 
• At the elementary level 

o How to use 9-1-1 
o Who to contact if they receive an inappropriate phone call, text message, or picture 
o How to keep their cell phone save—including keyboard locking 
o Unit 5 policies on cell phone use for elementary students 

• At the junior high school level 
o Review of elementary school topics 
o What text messages the student should not send 
o The dangers of communicating by cell phone and text with strangers 
o Unit 5 policies on cell phone use for junior high school students 

• At the high school level 
o Review of elementary and junior high school topics 
o Additional considerations for 18-year-olds talking to and texting minors 
o What to expect in college, and beyond, cell phone usage and texting 
o Unit 5 policies on cell phone use for high school students 

 
Our group recommends the following policies for cell phone usage at Unit 5: 

• Cell phone use policies should be set at the district level, with the same policy for all 
schools at the same grade level. This will provide consistency across schools at the same 
grade level. This consistency is necessary for parents with students at more than one 
school. Some parents will even have students at different schools at the same grade level 
after re-districting. 
 

• Cell phones are not allowed to be in students’ materials or belongings in a school 
building during the school day 

a. For junior high school and high school, students can bring a cell phone to school 
with them, but must leave it in their locker, turned off, during the day, except for 
approved educational use during a school day 

b. For elementary students, cell phones , if brought to school, must be left in 
backpacks turned off 

c. Students in schools at all grade levels will be allowed to use their cell phones 
during the school day in the school office, guidance office, nurse’s office, or other 
administrative offices to call or text parents or others for school related reasons, 
for example to arrange to be picked up after school, to be picked up for illness, or 
to arrange visits to a doctor. 

d. Cell phones must be retrieved from where they are kept during the day and 
returned after use. 

 
In this case, student safety is the guiding principle, access to cell phones in the school 
building during the school day during an emergency could result in communications 
networks being overloaded as hundreds of students call their parents at the same time; 
overloaded communications networks would prevent police and fire responders from 
correctly handling the emergency; elementary students should not bring cell phones to 
school since there is no place to safely store them at school. 

 
The limited number of students using their cell phones for this reason will not overload 
communications networks. This use of cell phones will provide a convenience to students 
and parents coordinating student activities. Cell phones will also allow texting, which, in 
many cases, is more convenient for both students and parents. 
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• In specific school classrooms, upon teacher request, cell phones can be used as part of the 

educational process. 
a. Students must retrieve their cell phone from their lockers before the class and 

return them to their lockers after the class 
b. Cell phone use during the class must contribute to the educational topic being 

covered in the classroom on that day 
 

When the use is limited to a small number of students, even during an emergency the 
communications network would not be overloaded; it’s expected that the number of 
classrooms that would use cell phones for education will be limited and only on 
occasional days in those classrooms would cell phones be allowed. 

 
This use of cell phones may require that the school district provide “limited use” cell 
phones. The “limited use” cell phones would allow all students to have access to a cell 
phone during class and to ensure the cell phones are only used for classroom purposes. 

 
• Before and after school hours, and during school hours when away from the school, for 

example, on a field trip, cell phones can be used by students as long as cell phone use 
does not interfere with the educational process. 

 
There is minimal chance of the communication network being overloaded by students 
staying after school for an extracurricular activity using their cell phones in an emergency 
or on a bus for a field trip; the safety of the students is greatly increased by the ease cell 
phones provide for coordinating rides home after an athletic or other after school activity 
or providing contact with parents during a field trip. 

 
• Certain student uses of cell phones are not allowed during any school activity—on or off 

the school grounds and not at any time, before, during, or after school. 
a. Cyber-bullying— this includes texting any threats to a student’s physical safety. 
b. Sexting— sending from or possessing on a cell phone any inappropriate picture. 
c. Harassment— sending any text that contains racial, sexual, or other inappropriate 

harassing language. 
  

These text messages are potentially criminal and would involve referral to the school 
resource officer. 

 
• Teacher’s cell phones should be off during the school day and stored in an out-of-sight, 

secure location.  Teachers should only use cell phones during the school day when away 
from students, in the school office or teachers lounge. 

 
Teacher use of cell phones should provide an example for students.  Just as student use of 
a cell phone in a classroom, even before class begins, is disruptive, also a teacher using a 
cell phone could be disruptive to students preparing for class. 
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COLLABORATIVE TOOLS 
Web 2.0 Collaborative Tools is a new concept on the internet. Businesses have been known to 
use an intranet version to share calendars and information. Now through the World Wide Web 
anyone can share calendars, documents, and spreadsheets. The idea of Collaborative Tools is to 
allow people or organizations to share information and coordinate activities. There are many 
different types of Web 2.0 Collaborative Tools that implement many technologies including 
Wiggio, Google Doc, and SharePoint. In this section, we will focus much of our attention on 
Wiggio because it demonstrates most of the capabilities of a Collaborative Tool. 
 
Definitions: 

Wiggio: “ Wiggio is an online toolkit that makes it easy to work in groups. You can 
basically make a Wiggio group for any type of group you're in (a team, organization, 
business, project, social group, etc.) and Wiggio provides you with everything you need 
to simply communicate and collaborate within the group,” according to the Wiggio 
website.  Wiggio's interface includes six basic toolsets – calendar, folders, meeting, poll, 
messages & links. Through the site you can video-conference, audio conference, or create 
a chat room. Wiggio is interactive with Facebook. You can find friends to add to Wiggio 
through Facebook.  It is geared toward college students and professors. 
Google Docs: Web based documents, spreadsheets, presentations you are able to create, 
store and edit completely within the site. 
SharePoint: A collection of software and products that includes, web browser 
collaboration abilities, search abilities and document management systems. Unit 5 
currently uses this system. Teacher/Employees are able to gain access to shared calendars 
for each individual school or at the district level.  It includes important information for 
example if the school will be conducting a fire drill. Teachers/Employees also have 
access to documents used across the district.  For instance, there are documents with 
instructions on how to set-up a printer in the classroom. 

 
Current example:  As an experiment, our CAC group used Wiggio as a test platform to 
communicate with each other. We used the calendar function to post calendar dates. CAC 
members also used the text message interface to remind them of an upcoming meeting. Group 
members shared news articles, research papers, and other information pertinent to our 
assignment through the site. Even with all of the functions on Wiggio, our group still utilized 
email to communicate. This can probably be attributed to the fact that most of the group 
members are more comfortable with the email technology than Wiggio. Also, not every member 
accepted the invitation to join the CAC Wiggio group. At times, we found the site to be 
unreliable. Several committee members were unable to log-on to the site to access drafts of this 
research paper. At other times, the site was a helpful tool for communication and collaboration. 
It’s recommended that someone with Wiggio experience teach others how to use the site. 
 
Collaborative Tools Used in Workplace:  Verizon and Cisco commissioned a study, released 
in 2009, to look at how collaboration technologies impacted the workplace in 10 different 
countries.  The study conducted by Frost and Sullivan found the following: (Frost & Sullian 
2009) 
 

Collaboration technologies can help reduce stress.  More than half of respondents say 
collaboration tools allow for greater balance between work and personal life and help 
them gain more control over their busy lives. 
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Confidence in virtual meeting technologies is growing. More than half think 
conferencing tools such as- an audio conferencing, Web conferencing or video 
conferencing- is a good alternative to visiting business contacts face-to-face. 
Voice over Internet Protocol (VoIP) is leading the way for delivery of advanced 
communications and collaboration applications. Ninety-two percent of IT managers 
surveyed indicated VoIP quality is at least as good, if not better than, traditional wireline 
phone systems. 
The environment is top of mind. More than half (53 percent) say reducing an 
organization’s carbon footprint and other environmental concerns are important factors in 
determining collaborative technology requirements. 

 
Educational Uses:  

 Kids Parents Unit 5 

Elementary 

Minors are allowed to use 
Wiggio but adults are 
strongly encouraged to 

monitor the use. Collaborate 
with groups on assignments.  
Share documents so others 

can add or edit them. 

Network with other parents 
in your child’s class. Parent 

teacher organizations can use 
to coordinate. Ability to 

review documents. 

Teachers, administrators, and 
staff can network with 

colleagues at other schools 
or other districts. Teachers 

could create classroom 
groups to share test dates, 
class notes, and important 

reminders. 

Jr. High 
Collaborate with groups on 

assignments. Share 
documents so others can add 

or edit them. 

Network with other parents 
in your child’s class. Parent 

teacher organizations can use 
to coordinate. Ability to 

review documents. 

Teachers, administrators, and 
staff can network with 

colleagues at other schools 
or other districts. Teachers 

could create classroom 
groups to share test dates, 
class notes, and important 

reminders. 

High School 
Collaborate with groups on 

assignments. Share 
documents so others can add 

or edit them. 

Network with other parents 
in your child’s class. Parent 

teacher organizations can use 
to coordinate. Ability to 

review documents. 

Teachers, administrators, and 
staff can network with 

colleagues at other schools 
or other districts. Teachers 

could create classroom 
groups to share test dates, 
class notes, and important 

reminders. 

 
Collaborative Tools could be used for many different groups including the following: 

Academic project groups Boy and girl scout troupes 

Clubs, committees and boards Musical and dance groups 

Non-profit and charity organizations Fundraising and event planning teams 

Sports teams PTO's and K-12 teachers 

Study groups Alumni groups 

 
Pitfalls:  Collaborative Tools can be used for bullying, intimidating, and harassment. Teachers 
and students have access to each other on a personal level. They are able to share photos, 
videoconference or share messages that could be inappropriate. It could open students up to 
becoming friends with unsavory characters. 
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Recommendations:  Policy changes would depend on the amount of involvement schools or 
teachers require of students to use Collaborative Tools. If there is a requirement, the district 
would most likely have to look into a code of conduct while using the site or extend the current 
code of conduct to include this type of use. 
 
We don’t feel these sites are ready for students use. Once the technology catches-up, we feel 
Collaborative Tools deserve another look and we would encourage more collaborative work. If 
the school district did want to use these sites, we recommend having a policy in force for 
students under 13. For instance, they must have written permission from parents in order to use 
tool. 
 
Most Collaborative Tools like Wiggio are password protected, but it’s unclear how safe 
information actually is on the site. We recommend against posting sensitive/private district 
information. 
 
We would recommend Collaborative Tools as a future study topic. We believe this technology is 
still in its infancy and should be monitored for future use. 
 
 
CYBER-BULLYING AND SEXTING 
Cyber-bullying  involves the use of information and communication technologies to support 
deliberate, repeated, and hostile behavior by an individual or group, which is intended to harm 
others. The National Crime Prevention Council's definition of cyber-bullying is "when the 
Internet, cell phones or other devices are used to send or post text or images intended to hurt or 
embarrass another person”. 
 
In a recent study performed by the AP/MTV on Digital abuse, the findings stated that over 50% 
of teenagers have experienced digitally abusive behavior. Further, females are more likely to 
have been targeted than males (53% vs. 42%). Types of digital abuse include: 

• Spreading lies 
• Violation of trust 
• Digital disrespect 

 
In an interview with one of our Security Resource Officers (SRO / Officer Mike Chiesi), he 
supported these statistics, specifically at the High School age.  No official surveys have been 
performed at a local level, and it was note that many instances are not being reported until they 
turn into a more major injunction. 
 
These statistics around cyber-bullying are much higher than sexting. Sexting is the act of 
sending sexually explicit messages or photos electronically, primarily between cell phones.  
Roughly one quarter of teens have engaged in sexting related activities. The survey (AP/MTV on 
Digital abuse) also identified that 10% of the respondents have shared a naked image of 
themselves, reporting that they initially sent the photo to a significant other or romantic interest. 
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These ‘sexts’ are often forwarded as a form of social currency by those looking to show off or be 
funny. 
 
Of the respondents within the survey, few consider the more serious consequences and risks of 
their digital behavior, and in some cases are unwilling to intervene or report abuse when it 
happens.  Approximately 70% report that digital abuse is a serious problem for society. 
However, young people are unlikely to worry about the potential for serious consequences of 
their actions. This was supported by the SROs daily interactions with teens at the Jr. & High 
schools. Implications regarding penalties, consequences, convictions, etc. enter into the teen’s 
decision process. Further, education of ‘when I turn 18 my record starts over’ is a common error 
in thinking of a teenager. 
 
Finally, digital abuse and sexting affect young people from all walks of life, with certain youth 
appearing more at risk. Rich or poor, black or white, digital abuse touches young people from all 
parts of society. However, one area that seems to be impacted more are teens in single-parent 
households – 63% of these teens reported being a target of digital bullying, compared with 45% 
of those who live with two or more adults. Similar statistics in reference to sexting, where 47% 
vs. 21% accordingly. 
 
Our committee’s recommendation is that further education & awareness sessions are provided to 
all levels of education, elementary, junior high & high school. The content for this education 
should be age appropriate. In all settings, emphasis should be placed on the consequences of the 
‘wrong’ behavior. 
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EDUCATION & AWARENESS 
Moore’s Law states that computing technology doubles every 18 to 24 months, and while there 
are questions concerning the sustainability of such advances, most experts agree rapid growth 
will likely continue for the next decade or two. While efficiency improves and costs decline, 
technology will become even faster, less expensive, more powerful and more ubiquitous than it 
is at the time of this writing. Education institutions will be presented with both challenges and 
opportunities currently unimaginable, and these will crop up at a faster and faster rate. 
Accordingly, this subcommittee recommends Unit 5 take the following steps: 
 

• Establish and/or enhance age-appropriate curriculum that provide the basic tools 
necessary for students to use technology safely and in a manner supportive of 
educational goals 

• Provide ongoing guidance for teachers, parents and administrators to help determine 
school/home boundaries 

• Create a proactive mechanism for frequent and regular reevaluation of the above policies 
 
Curriculum 
The MTV/AP survey indicates technological advances in communication have outpaced 
understanding of potential consequences of inappropriate usage.  Among the findings in this 
area: 

• While almost 70 percent of those surveyed believe “digital abuse” is a problem, only half 
say they’ve thought about potential consequences of their actions, and only 28 percent 
have considered the possibility that only postings could get them in trouble. 

• An overwhelming majority – 78 percent – say it’s okay to report physical abuse, less than 
30 percent says it’s appropriate to always report actions that embarrass or upset another 
person. 

 
During our group’s interviews with Chiddix teacher Chris McGraw and Student Resource 
Officer, Mike Chiesi, it became clear that many students do not understand other potential 
consequences of behavior in the digital realm, including loss of control of information (including 
text, photo and video) once shared and the possible dangers of sharing personal information on a 
digital platform. 
 
The State of Illinois requires school districts to provide a curriculum on Internet safety, but the 
law is short on specifics.  This panel believes Unit 5 has an opportunity to be a leader in this 
area. Currently, Chris McGraw at Chiddix Jr. High teaches a media-based class that focuses on 
educating the junior high students about the forms of digital media today and designs lessons 
with the goal of digital citizenship, or “netiquette” in mind. The curriculum covers subjects 
relevant to the digital media world like file sharing, the legalities of information on the Web, 
ethics, search engines, etc. The class, called “Digital Media” is one of six electives available to 
each grade level at the junior high. In addition, an “Advanced Digital Media” class is offered to 
8th graders. Ideally, the students complete the class with a good base of understanding for the 
power of digital media.  Similar curriculum on digital media is also taught at Kingsley Jr. High 
as well as Parkside Jr. High. We strongly recommend that this curriculum remain in place at the 
junior high grade level and potentially include a topic that discusses ethics and case studies that  
discuss the potential consequences of questionable digital behavior. 
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According to Mr. McGraw, a limited amount of the digital media curriculum is also taught to 3rd 
graders and 5th graders within some Unit 5 elementary schools. Our group recommendation is 
for an introduction to that digital curriculum be offered to the upper grades (3rd through 5th) at 
the elementary schools through their IMC programs. Many students at this age already have 
experience with cell phones and similar mobile technology. We strongly feel that proactive 
education is the road to take. The standard for technology will only advance and use of digital 
communication tools such as cell phones & mobile computing devices will become a way of life 
for even younger generations beyond junior high students. 
 
At the high school level, there is no specific curriculum available to students. Given the age of 
the high school students, we recommend offering a digital media class that focuses more on the 
Unit 5 policy and social responsibility with regard to using these types of technology. At this 
level, the majority of the students in high school already use these digital communication tools, if 
not depend on them. It would also be advisable to include a general introduction to digital media 
issues through both the freshman mentoring program (between peers) and the freshman 
orientation (for both students and their parents). Raising awareness for the students and the 
parents on the issues related to cyber-bullying and sexting, for example, is the first step in 
communicating that Unit 5 recognizes the importance of a responsible social media policy and an 
environment conducive to learning. This would be at a more sophisticated level that could 
incorporate the legal ramifications that may surround the pitfalls outlined above. 
 
As a final note to the Social Networking section, Facebook has developed partnerships with 
universities to integrate classes, schedules, and coursework into its platform. It can also be used 
to create class lists, share examples of work, and share class notes. 
 
Guidance 
A prevalent theme in our discussions with Unit 5 staff members and other parents has been the 
continuing expansion of the always very gray area that comprises the boundary between home 
and school. Technology continues to make person to person contact easier and more instant, and 
that ease of access leads to difficult questions, including: 
 

• When and from where is it okay to for a student to contact a teacher?  For a teacher to 
contact a student?  What platforms are acceptable? 

• At what point is there a danger of uncomfortable or inappropriate contact from either 
perspective? 

• What exactly is the school’s jurisdiction in cases of digital abuse?  Does it matter if the 
abuse takes place during school or school-related activities? 

• Do parents understand the reasons for Unit 5’s technology policies?  One example: we 
have spoken to a number of parents who want their children to have their mobile phones 
with them at all times in the event of an emergency – apparently without realizing the 
problems that situation could create for law enforcement. 

 
Unit 5 clearly has some policies related to these issues, but technological advances continue to 
create the potential for entirely new situations. 
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Reevaluation 
This brings us to this section’s final point: the need for constant and proactive reevaluation and 
adaptation of its technology-related curriculum and policies. The district reevaluates its business 
on a regular basis, but our panel is concerned by the unique challenges posed by continuing and 
ever-changing technologies. Striking a balance between maintaining a safe environment that and 
encouraging educational creativity is the task at hand. We recommend that the district leadership 
be held accountable for the ongoing review of advancing technology in the context of the 
educational setting, to both anticipate potential issues and respond to those that will inevitably 
arise. The specific responsibilities of Unit 5 personnel to address this task of education & 
technology need to be delineated, which could be the charge of a special task force or a future 
CAC committee. 
 
 
RECOMMENDATIONS SUMMARY 
The following is a summary of all recommendations from each section – social networking, 
learning resources, cell phones / mobile computing devices, & collaborative tools. 

Social Networking 
• Allow social networking sites in the classroom for educational purposes – this is a technology 

that teachers / employees and administrators will eventually have to embrace. 
• Do not allow / support communication with a student through a social networking site or vice 

versa. 
• Unit 5 should explore the use of Facebook at the district level. 

 
Learning Resources 

• YouTube and TeacherTube should be made available to teachers so that they can find material 
to supplement their classroom experience. 

• Blogs and wikis should be made available to students and teachers. 
 
Communications Tools 

• Skype should only be used for group learning and under the guidance of the teacher. 
• Skyward and Calendars – Administration should emphasize the importance of consistent and 

timely updates. Specific to calendars, a common tool should be incorporated across the district 
and updated in a timely fashion. At the district level, a consolidated calendar should be 
maintained from the individual sites. 

• SchoolReach should be expanded not just to voice messages but also to text messaging / email 
individuals if they so choose. Allow SchoolReach to be personalized by each family unit to meet 
their needs not just the district’s needs. 

 
Cell Phones / Mobile Computing Devices 

• Unit 5 needs to implement topics and courses that teach cell phone usage. 
• Consistent cell phone use policies should be set at the district level. 
• Cell phones are not allowed to be in students’ materials or belongings in a school building during 

the school day. 
• In specific school classrooms, cell phones can be used as part of the educational process. 
• Before and after school hours, and during school hours when away from the school, for example, 

on a field trip, cell phones can be used by students. 
• Certain student uses of cell phones – cyber-bullying, sexting, &/or harassment –are not allowed. 
• Teacher’s cell phones should be off during the classroom setting. 
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Collaborative Tools 

• Due to the newness of these tools, these sites are not ready for student, educational use 
(future study topic). 

 
Education/Awareness 

• Establish and/or enhance age-appropriate curriculum that provide the basic tools 
necessary for students to use technology safely and in a manner supportive of educational 
goals. 

• Provide ongoing guidance for teachers, parents and administrators to help determine 
school/home boundaries. 

• Create a proactive mechanism for frequent and regular reevaluation of the above policies. 
 
Overall recommendations: 

• Establish consistent policies across the school district with regards to possession & Web 
2.0 tool use (i.e., social networking, learning resources communications tools, and 
collaborative tools) of electronic devices. 

• Establish a code of conduct for teachers/employees and students with an emphasis on 
Web 2.0 tools. 

• Education and awareness of the potential security implications and risk to personal 
identity should be incorporated into teacher and administration educational opportunities 
as well as in the student’s curriculum. 

• Obtain special permission for use of content on internet publication or include this 
specific category on the form that parents sign each year. 

• Teachers should inform both the administrator in charge of technology and the director of 
technology about their intended Web 2.0 tool use. 

 
Children’s Online Privacy Protection Act:  Administrators need to evaluate whether putting 
personal information on third party websites/Web 2.0 Tools about students under the age of 13 
complies with the Children’s Online Privacy Protection Act (COPPA).   COPPA is designed to 
give parents control over what information is collected from their young children online. 
According to the Federal Trade Commission, “COPPA allows, but does not require, schools to 
act as agents for parents in providing consent for the online collection of students’ personal 
information within the school context.”  In most cases, staff would need to collect written 
permission from parents to allow pictures or information to be disseminated online.  It’s also 
recommended teacher/staff have control of student accounts, if they are required to use for 
education purposes.  Each website or Web 2.0 Tool needs to be evaluated on a case by case basis 
to see if consent is required. 
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